Abstract: A novel optical frequency-hopping scheme based on a flexible structure for secure optical communications is proposed and demonstrated. In the proposed scheme, critical users' data are divided into a lot of segments, and these segments are transmitted by different optical wavelengths in time domain. In other words, one channel optical carrier carries different users' data segments. A flexible structure was demonstrated and used in optical frequency-hopping system to simplify the structure and decrease the cost of the security system. In this paper, the viability of a four-wavelength-frequency-hopping secure optical communication system with a 25-Gb/s error-free transmission through a 32-km single-mode fiber and a 8-km dispersion compensation fiber was demonstrated and verified by simulation tools.
A Novel Optical Frequency-Hopping Scheme Based on a Flexible Structure for Secure Optical Communications
Introduction
With the increasing capacity of optical communication due to the development of wavelength division multiplexing (WDM) technology, modern societies are becoming increasingly dependent on communication networks. Meanwhile, with the growing demand for protecting personal privacy on the Internet, it is important to enhance the security of optical network. Optical network is vulnerable to be attacked at the physical layer by the means of fiber bending, splitting, evanescent coupling, scattering, and V-grooves [1] , [2] . Therefore, it is necessary to increase the security of optical networks at physical layer. In stealth transmission communication technology, a user's signal is spread in a dedicated secure channel which is overlaid onto a public channel in an existing fiber link [3] . The user's data are encoded and become a noise-like signal. Thus, user's signal is difficult to be detected and intercepted. However, this technology needs to add an additional security channel which would make communication system more complex. In [4] , [5] , chaotic communication systems are demonstrated to enhance the security of optical network. Whereas its encrypted signals are analog, the transmission distance would be restricted in fiber communication system. Optical code-division multiplexing-access (OCDMA) technology [6] , [7] has been discussed for implementing physicallayer security of communication system, but it has the same drawback as chaotic communication systems. In addition, a research has demonstrated that user data can be eavesdropped by energy detectors in an on-off keying (OOK) system [8] .
Optical frequency-hopping is another physical layer technique which is applied to protect user data from being eavesdropped effectively [9] , [10] . In an optical frequency hopping system, a user's signal hops among N optical channels rapidly and randomly in time domain. As show in Fig. 1 , the data from one user would be modulated onto different optical carriers at different time slots. Without knowing the hopping pattern, it's extremely difficult for the eavesdropper to recover the data from data segments. A "passive hopping" scheme in wavelength-division multiplexing (WDM) system had been demonstrated [9] . In that proposed system, signals hopped among different channels rapidly with the control of a field-programmable gate array (FPGA) chip. The hopping rate which can be changed by the chip, is limited to 10-Gb/s due to the chip performance. In [11] , an optical frequency-hopping scheme based on optical frequency shift keying (OFSK) had been discussed. That proposed two-frequency-hopping system supported 10.6-Gb/s error-free transmission through 20-km dispersion shifted fiber (DSF) and 40-km SMF. In that system, an OFSK transmitter used to generate optical frequency-hopping carriers was constituted by a delayed interferometer (DI) and a phase modulator which was driven by hopping sequence (HS). However, due to the fixed wavelength response of the DI, only some certain wavelengths can be used. In addition, in the receiver of that proposed communication system, one channel signal was decrypted by two sets of LiNbO 3 intensity modulators and two HS generators which made the system more complex and expensive. Another OFSK transmitter based on polarization modulation had been demonstrated, which could use continuous optical carriers and have simple structure [12] - [14] .
In this paper, a novel optical frequency-hopping scheme based on flexible structures for secure optical communication is proposed and demonstrated. The communication system security is enhanced, due to the users' data are fragmented by an OFSK transmitter with the hopping sequence controlling and transmitted by more than one wavelength. The proposed secure communication system has a high hopping rate with a flexible and simple structure, meanwhile supports continuous optical carriers. The performance and feasibility of the system was investigated by VPI transmission Maker.
Principle
Fig . 2 illustrates the structure and principle of the proposed OFSK transmitter based on polarization modulation [8] . Two continuous wave (CW) optical beams (λ 1 and λ 2 ) are combined by a coupler and injected into an optical phase modulator (PM). Before they are injected into the PM, the polarization of each light is adjusted to be linearly polarized and orthogonal to each other by two polarization controllers (PC1 and PC2), respectively. Meanwhile, their polarizations are ±π/4 relative to the principal axes (n z ) of the PM. The HS is generated by a pseudo-random binary sequence (PRBS) generator. When a '1' signal is added onto the PM, a voltage Vπ will apply to it. And this voltage will induce π phase shift in the component of n z direction, but no phase shift in n x direction. Then the polarization of each beam light will rotate π/2, that is to say, when a '1' signal is added onto the PM, λ 1 and λ 2 will exchange their polarization states. When a '0' signal is added onto PM, no phase shift is induced both in the component of n z direction and n x direction due to no voltage is applied to PM, thus the polarization of two beam lights will keep invariable. As a consequence, two OFSK signals are acquired and the wavelengths of two OFSK signals are complementary in time domain. Then the polarization components of two OFSK signals are adjusted to be 0 and π/2 relative to the n z direction of PM by PC3. In order to divide these two complementary optical carriers, a polarization beam splitter (PBS) is used behind PC3. Finally, using this OFSK transmitter, two constant intensity, complementary OFSK signals are generated. In the proposed secure scheme, the hopping rate is same as the modulation rate of PM. Fig. 3 shows the schematic diagram of a two-wavelength-frequency-hopping communication system, which consists of a transmitter and a receiver. The transmitter is constituted by an OFSK transmitter and two data modulators. In this optical frequency-hopping communication system, an OFSK transmitter generate two OFSK signals which are used to be optical carriers and two channels user data are modulated onto them, respectively. Then these two carriers are combined and fed into a SMF by a coupler. In the receiver of this proposed secure system, signals in fiber are divided into two wavelengths with λ 1 and λ 2 by a demultiplexer and fed into unit 2. The polarization states of two beams are adjusted to be linearly polarized and ±π/4 relative to the principal axes (n z ) of the PM2 by two polarization controllers (PC5 and PC6), respectively. Due to the HS used on PM2 is same as the one used on PM1, optical carrier is decrypted and divided into two polarization states. Then two channel optical carriers that contain user data are acquired by using PBS2 and two polarization controllers (PC7 and PC8). In other words, this proposed secure system use the same structure (unit 1 and unit 2) to encrypt and decrypt the uses' data. Due to the same unit we can simplify the structure of optical frequency-hopping system and make it more flexible. For example, when the secure system is upgraded from two-wavelength-frequency-hopping communication system to four-wavelength-frequency-hopping communication system, just need to increase the number of units without adding additional devices. Unlike the scheme mentioned in [11] , two additional MachZehnder intensity modulators (MZM) and HS generators are demanded in the receiver to recover one original user data. After these processes, the user data can be recovered from encryption signals by two photoelectric detectors (PD1 and PD2).
Security Analysis
In this discussion, the security of proposed optical frequency-hopping communication system will be analyzed. Assuming that user data are constituted by units of information and the size of a unit is S bits. In addition, only an eavesdropper captures all the S bits, can he acquire a unit of integrated information. In the proposed secure system, there are N optical channels, the transmission rate is T in each channel and the hopping rate is H. If an eavesdropper wants to recover a unit of information through violent attack without knowing HS, he needs to verify all the possible combinations of the unit in a short time. The bit error rate (BER) of information captured from hacking channel is represented with E. Basing on the above analyzing, the data volume P which represents an eavesdropper needs to verify within one second can be expressed as:
In the view of mathematics, when a probability of an event is less than 0.01, it can be considered as a small probability event. Similarly, if the intercept possibility is less than 0.01, the optical frequencyhopping system can be considered as a security system. Therefore, the correctional data volume is:
As equation (2) shows, the security of the proposed system can be enhanced by increasing the hopping rate, and the simplest method is adding communication channels as many as possible. Assuming the size of a unit is 8 bits and the hopping rate is equal to the bit rate. As shown in Fig. 4 , when there are 16 optical carrier channels are applied in this proposed frequency-hopping secure system and the bit rate is 10-Gb/s, then the data volume is 4.3 × 10 17 . In other word, if an eavesdropper attacks a communication system which has 16 channels optical carriers, then he has to process data in 4.3 × 10 17 bit/s. Such a large amount of data volume needs to be processed with the help of supercomputers. When the channels are 160 [15] , the data volume is over 10 26 . Moreover, with the numbers of channel increasing, the system will be more security. Thus, the communication system can be proved to be security.
Simulation and Result
As shown in Fig. 5 , a four-wavelength-frequency-hopping communication system has been simulated and discussed. This system is constituted by two same structures as Fig. 3 has shown, so one OFSK signal consists of four different wavelengths. That is to say, using several the same structures could realize optical carrier hopping among more than four different wavelengths. In the transmitter, the optical carrier's wavelengths are λ 1 = 1553.6 nm, λ 2 = 1554.4 nm, λ 3 = 1555.2 nm and λ 4 = 1556.0 nm, and two sets of different PRBS hopping sequence (HS1 and HS2) were used as encrypted data to drive two sets of phase modulators (PM1, PM2 and PM3, PM4), respectively. Four channels user data (Data1, Data2, Data3 and Data4) were modulated onto the four channels optical carrier by MZM1, MZM2, MZM3 and MZM4, respectively. In the receiver, optical carriers were split into four wavelengths with λ 1 , λ 2 , λ 3 and λ 4 by a demultiplexer. Later, λ 1 and λ 2 , λ 3 and λ 4 were fed into PM5 and PM6 which were driven by HS1, respectively. Afterwards, the first channel signal from the output port of PBS5 and the third channel signals from the output port of PBS6 were fed into PM7, and the other two channels (the second and the forth) signals were fed into PM8. PM7 and PM8 were driven by HS2. Due to the different polarization states, the optical carriers were divided by PBS7 and PBS8, respectively, and four channels user data were detected by photoelectric detector (PD1, PD2, PD3 and PD4).
The user data (Data 1) were simulated and discussed to demonstrate the performance of the optical frequency-hopping system. As shown in Fig. 6 , the BER performance and eye diagram of 25-Gb/s decrypted signals through back to back, 32-km SMF and 8-km DCF transmission were measured, and error-free results were achieved. Meanwhile, the dispersion coefficient of SMF and DCF is 16×10 -6 s/m 2 and is -64×10 -6 s/m 2 , respectively. In order to study whether the residual chromatic dispersion affect the feasibility of proposed communication system, the BER performance versus the received power at different dispersion coefficients of DCF has been measured. As shown in Fig. 7 , although the residual chromatic dispersion will deteriorate the proposed system performance, the temperate residual chromatic dispersion is acceptable. In conclusion, the pro- posed communication system is not only security, but simple and flexible due to the same unit in transmitter and receiver.
Conclusion
In this paper, a novel optical frequency-hopping scheme based on flexible structures for secure optical communications is proposed. Through fragmenting user data and modulating them onto different optical wavelengths, the security of optical communication system is greatly enhanced. The security of a four-wavelength-frequency-hopping system with 25-Gb/s bit rate and 25-Gb/s hopping rate through 32-km SMF and 8-km DCF transmission had been verified to be efficacious. In addition, the same unit which is used both in the transmitter and the receiver can reduce the cost of the security communication system and makes it more flexible.
